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AWS Security Assessment - Access &
Evidence Handling

Least-privilege principles for performing the assessment.

Access model

Assessment access should be read-only and limited to the accounts/services agreed in scope. Credentials are not
to be pasted into documents or shared as long-lived keys.

Evidence handling

Only evidence necessary to substantiate findings should be retained in deliverables. Sensitive values such as
secret contents, tokens and private keys should not be collected as report evidence.

Remediation separation

The assessment identifies and prioritizes changes. Any write access or remediation execution is separately scoped
and approved.

Document purpose: pre-engagement product transparency. This document does not represent an independent certification, legal
opinion, penetration test, or guarantee of security/compliance outcomes.
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